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SUMMARY
I am interested in a system & network admin position where I can apply and enhance my knowledge in the system operation field, face to challenging technological limits
EXPERIENCE
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MARCH 2018 - Present
SYSTEM & NETWORK ADMIN
I. System role
    - Manage and operate over 30 AWS EC2 instances, ELB, route53, S3, SES...
    - Perform monthly maintenance to update and apply security patches.
    - Monthly run some open-source security scanner (such as W3af, Nessus, Skip Fish) and open-source antivirus (ClamAV) to detect and fix Vulnerabilities then making a monthly report.
    - Writing bash shell scripts and python scripts to automatedly backup data, snapshots, check MySQL DB replication status, check expired users...
    - Manage and operate a SVN server.
    - Support DEV to set up new environments, deploy code, launch new productions, fix issues.
    - Technologies:
       + OS: Ubuntu, CentOS, RHEL...
       + Web Server: Apache, Nginx
       + Database Server: MySQL
       + FTP Server: ProFTP
       + Network File System (NFS)
       + Scripting: Bash Shell, Python
       + AWS: EC2, ELB, S3, SES, Route53, VPC
       + Monitoring: Zabbix, PRTG, Nagios...
       + VPN: OpenVPN, IPsec VPN, L2TP VPN, PPTP VPN
II. Network role
    - Set up a new network system for the new office: Include Route, switch Cisco and Dell server.
    - Set up a monitoring system using Zabbix, PRPT and shell script.
    - Technologies:
       + Routing protocols: Static route, OSPF, EIRP, BGP
       + NAT, PBR (Policy Based Routing), HSRP, VRRP, MPLS
       + VPN (Site to Site, Client to Site): PPTP VPN, L2TP VPN, Open VPN, IPsec VPN
       + VLAN, Trunking, STP (Spanning Tree Protocol), Routing inter VLAN
       + Iptables, Pfsense Firewall, Cisco Firewall, AAA authentication, Port Security, DHCP Snooping (Cisco Devices)
ECPAY







February 2016 - March 2018
NETWORK ADMIN
I. Role
    - Manage and operate network system of a Data Center and 5 offices.
    - Research and apply new technologies.
    - Apply new policies.
    - Troubleshooting when having problems.
    - Make Contingency plans.
    - Set up a monitoring system.
    - Configure network devices follow requests.
II. Typical project: Build a new DC
    - Design a DC network diagram.
    - Research Technologies that are used for new DC.
    - Design a network LAB for testing network environment.
    - BoM (Bill of Materials) Network devices.
    - Configure network devices: Cisco router, Switch layer2, Switch layer3, Cisco firewall.
    - Setup Servers: Install OS (CentOS)
    - Technologies:
       + Routing: Static route, NAT, PBR
       + Switching: VLAN, Trunking, STP port fast, BVI (Bridge Group Virtual interface)
       + Firewall: Cisco firewall ASA 5525x
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October 2014 - February 2016
IT SUPPORT
I. Role
    - Operate network system.
    - Monitor network devices and all connections.
    - Maintain and upgrade network system.
    - configure network system.
    - Troubleshoot network problems.
    - Set up new network system.
II. Technologies
    - Routing: Static route, OSPF, EIRP, BGP
    - Switching: VLAN, Trunking, STP port fast, BVI (Bridge Group                Virtual interface)
    - VPN (Site to Site, Client to Site): PPTP VPN, L2TP VPN, Open                VPN, IPsec VPN
    - Firewall: Cisco firewall and Nokia Checkpoint firewall.
EDUCATION
HO CHI MINH UNIVERSITY OF SCIENCE




 2010 - 2014
FACULTY ELECTRONICS & TELECOMMUNICATIONS
MAJOR: NETWORKING & TELECOMMUNICATIONS
SKILLS
· Logical thinking and creative
· Hard working
· English
· Perfectionism
· MS Office
CV tạo bởi 123job.vn - Truy cập mẫu CV xin việc 
